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1. TACITIOPT PABOYEM IMPOTPAMMbBI YYEFHOM JJUCIATIIMHBI
OI1.06 OcHoBbI HHGOPMALMOHHOMH 0€30MTACHOCTH

1.1 O6s1acTh NpUMeHeHHsI TPOTPAMMBbI

Pabouas nporpamma yueOno# aucuumuinabl OI1.06 OcHoBBI HHPOPMAITMOHHON 0€30MMacHOCTH
SBJIETCS YaCThIO NPOTrPAMMBbI MOATOTOBKHM CIELMAIMCTOB CPENHEro 3Be€Ha B cooTBeTCTBUM ¢ PI'OC
no cneruaigbaocT CITIO 10.02.01 Opranuzanust 1 TEXHOJIOTHUS ATl HH()OPMAIIH.

[Iporpamma y4eOHOM JUCHMIUIMHBI MOXET OBITh HCIHOJB30BAHA B JIOTIOJIHUTEIHBHOM
npoeCCHOHATbHOM O0pa30BaHMM MpPU pPEATHU3ALUU TMPOTPaMM TOBBIIICHHUS KBATU(PHUKAIUUA U
npopeCCHOHATbHON MOATOTOBKM 1O mpodeccun pabouux 16199 Omnepatop 31€KTpOHHO-
BBIYHCIUTENIbHBIX MAIIHH.

1.2 MecTo y4yeOHOH TMCUUIJIMHBI B CTPYKTYpP€e OCHOBHOM NMPo(eccuoHaAIbHOI 00pa30oBaTe/IbHOM
NPOrpaMMbl: JUCIHUIUIMHA BXOJUT B 001IenpodecCHnOHaNbHbIN HUKIL.

1.3 ey 1 3a0a4uM y4eOHOM JUCHUIIMHBI — TPe0OOBAaHUSA K Pe3yJIbTATaM OCBOCHHS YUeOHOM
AUCHHUILINHBI:
B pe3ynbrate ocBoeHUs y4eOHOM NUCHUIUIMHBI 00YYaroIUiics 10JIKEH
yMeThb:
- KJIacCU(UIMPOBATH 3AMUIIACMYIO HH(POPMAIIHIO 110 BUAAM TAaHHBI U CTCIICHIM
KOH(PHUACHIIMAIBHOCTH;
- IPUMEHSTH OCHOBHBIE TIPAaBUIIA U IOKyMEHTHI cucTeMbl cepTudukanuu Poccuiickoir @enepanmm;
- KJ1TacCU(ULUPOBATh OCHOBHBIE YI'PO3bl O€30MaCHOCTH HH(POPMALIUH;
3HATh!
- CYLIHOCTh U MOHATHE UH(OPMAIIMOHHON 0€30I1aCHOCTH, XapaKTEPUCTUKY €€ COCTABIISIOIINX;
- MeCTO MH(OPMAIITMOHHOW O€30MaCHOCTH B CUCTEME HALMOHAIBbHOM 0€301MacHOCTH CTPAHBI;
- ICTOYHUKH YTpo3 MHPOPMAIIMOHHOM 0€301aCHOCTH M MEPBI [0 UX MPEJOTBPAIIECHHUIO;
- )KU3HEHHbIE LIUKJIbI KOH(PUIEeHIMAIbHON HHPOPMAIIMH B NIPOLIECCE €€ CO3aHusl, 00paboTKH,
neperayy;
- COBPEMEHHBIE CPEACTBA U CIIOCOOBI 00ecneueHrs HH(HOPMALIMOHHON O€30MaCHOCTH.

1.4. PexoMeHayeMoe KOJIHYECTBO 4YacOB HAa OCBOeHHMe padouyelli mnporpamMmbl y4yeOHOI
AUCUMITUHBI

MaxkcuManbHas yueOHasi Harpy3ka oOyuatoierocsi 136 yacos, B TOM UHUCIIE:

o0s3aTenpHas ayIuTOpHas yuyeOHas Harpy3ka oOyyaromerocst 94 yaca;

caMmocTosiTenbHas padota oOyuatomierocs 42 yaca.



2. CTPYKTYPA Y COAEPKAHUE YUYEBHOM JUCIUILINHBI

2.1. O0beM y4eOHOM TMCHUIIMHBI U BUAbI Y4eOHOIl padoThl

Bupa yueOHoii padoThI

O0BbeM yacoB

MakcumajbHas yyeOHasi HAarpy3Ka (Bcero) 136
Oobs3aTesibHAsI AyIUTOPHAA y4eOHAsi HATPY3Ka (Bcero), 94
B TOM YHUCIJIE:

MIPaKTUYECKHUE 3aHATH 28
CamocrosiTeibHas paGora o0yuyaromerocst (Bcero), 42

B TOM YHCJIC:

Hrorosas arrectaiys B GopMe IK3amMeHa




2.2. TemaTnueckuii JiaH u cogep:xanue yuyeoHoi gucuunianubl OI1.06 OcHoBbl HHPOPMALIMOHHOM 0e30MTACHOCTH

HanMenoBaHHE pasIesioB u Tem Coaepxxanne yue0HOro MaTepHaJia, JJabopaTopHbie padoThl M MPAKTHYeCKUE 3aHATHS, O0bem | YposeHsn
caMocCTosITeJIbHasi padoTa 00y4arouxcs, 4acoB OCBOEHUS
1 2 3 4

Paznen 1. UndopmanmonHasn 28

0e30macHOCTHL U YPOBHH ee

obecneyeHus

Tema 1.1. [lonsiTHE Copep:xanue. 6

"undopmManuoHHas 6e30nacHOCTh" 1 Beeienve. 1
2 [Tpo6iema nHPOpMATMOHHOH 6€30MaCHOCTH OOIIECTBRA. 2
3 OCHOBHEIE TIOJIOKEHHUS TOCyAapcTBeHHON nonutukn PO B mHpOpManmoHHo# cdepe. 2

Tema 1.2, Conep:xanue. 4

CocrapJsiiomiye HH(POPMAILUOHH O 1 Hoctynaocts undopmanuu. [leroctHocts nudopmanyu. 3

0e30macHOCTH 2 KonguaennuaibHOCTh HHOOpPMALINH. 2
Conep:xanue. 6

Tema 1.3. 1 3aaun nHGOPMAITMOHHOM 0€30MaCHOCTH O0IIIeCTBA 2

Cucrema ¢popMupOBaHUS pe:xKUMA 2 KommnekcHoe obecnieuenne nHhopMannonHol 6e3onacHocTi PO 2

HH(pOpMAMOHHOM 0e30macHOCTH IlpakTuyeckasi pabora 2 3
1 | ITapameTpsl 6e3omacHocTH nporpaMmsl Microsoft Outlook

Tema 1.4. HopmaTuBHO-NIpaBOBbIE Conep:xanne. 12

OCHOBBI MHGOPMALMOHHOU . 2

GezonacHocTH B PO 1 [IpaBoBbie OCHOBBI HH(POPMAIIMOHHON 0€30MACHOCTH 00IIECTBA
) OCHOBHBI€ TTOJIOKEHUST BRKHEUIIINX 3aKOHOJATENFHBIX akTOB P® B 06macTi nH(M)OpMAIMOHHOM 2

0€301acHOCTH M 3alIUTHl HHQOpMAIHN

3 OTBETCTBEHHOCTD 32 HAPYIICHHUsS B chepe HHPOPMAIIMOHHON 0€3011aCHOCTH 2
4 MexayHapoIHbIE HOPMAaTHBHO-TIPABOBEIE aKThI o0ecnieuenus Mb. 2
5 Kareropun o6bexToB 1 3amura UC. 2
IpakTH4ecKkas pagora 2 3
1 | [IpaBa Ha ucoNB30BaHKE TUPEKTOPUH JJIsl ONPEAEICHHOTO TOIb30BaTENs

Paznen 2. Cranpaptel Ub 38

Tema 2.1. Ctanaaprsb Conepxanue. 14

HHGOPMANIHOHHOW 0€e30MaCHOCTH: 1 TpeGoBanus 6e30MaCHOCTH K HHYOPMALMOHHBIM CHCTEMAM 1,2

"Obuue kpuTepun" 2 ITpuHIMT UEepapXuu: KJIacc — CEMEUCTBO — KOMIIOHEHT — DJIEMEHT 2
3 Kputepuu 1 kiacchbl OlleHKH 3aIIUIIEHHOCTH OOBEKTOB U IEATEILHOCTH. 2




IIpakTH4eckue padoThl 8
1 [IpoBepka KOMIIBIOTEpA HA MPEIMET HATMYHUS YSI3BUMOCTEH 3
2 HWccnenoBanue yrpo3 JOCTYITHOCTH
3 Hcnonb3oBanue cpeacTB aqaMUHUCTpUpoBanuss Windows JUIst aHaM3a 1 HACTPOUKH
0€300aCHOCTH CUCTEMBI
4 HcnonpzoBanue mudpytomiei (haiioBoil cHCTEMBI
Tema 2.2. CTanaapThl Conep:xaHue. 6
MH(OPMAIHOHHOM 0€301acCHOCTH 1 CepBHCHI 6€30MACHOCTH B BEIYUCIUTENBHBIX CETIX 2,3
PACHpENETCHHBIX CHCTEM 2 AJZIMMHHCTPHPOBAHHE CPEJICTB GE30MACHOCTH 2
3 [IporpamMmmHuo-anmapaTHbie cpeacTBa obecniedeHus: b B BEIMUCITUTENBHBIX CETAX. 2
Tema 2.3. Ctanaaptsbl Copnep:xanue. 6
HHPOPMALHOHHOIT 0€30MacCHOCTH B 1 locrexxomuccus u ee poib B o0ecriedeHnu HHPOpMaMOHHOH Oe3omacHocTH B PO 2
Po® 2 JIOKyMEHTBI IO OLEHKE 3aIIHUIIEHHOCTH aBTOMAaTU3HUPOBAHHBIX cUCTEM B PO 2
3 JIOKyMEHTBI, periIaMeHTUPYIOIIUE AESITEIbHOCTh B 007aCTH 3alUThl HHPOPMALIUH. 2
Tema 2.4. ATMMHUCTPATHBHBIN Conep:xanue. 4
ypOBeHb obecneueHust 1 Ienu, 3anaum U conepKaHue aIMUHUCTPATUBHOTO YPOBHS 2
HH(OPMALMOHHOIH 0€30IIaCHOCTH 2 PazpaboTka monuTUKN HHPOPMALIMOHHON 0€30MacHOCTH 2
Tema 2.5. Kimaccndpuxanus yrpos Coaepxanue. 8
"HHPOPMANIHOHHOI (€30acCHOCTH 1 Kiaccel yrpo3 ua(GopManuoHHoN 6e301acHOCTH 2.3
2 Kanasbl HeCaHKIIMOHUPOBAHHOT'O I0CTYTA K MH)OpMaLuu 2
IIpakTHyeckue padoThl 4
1 ABapuitHOe BocCcTaHOBIIEHHE WH(OPMAITUU, MOAU(DUIIMPOBAHHON WIIH YHHUYTOXKESHHOMN 3
BCJIEJICTBHE HECAHKIIMOHUPOBAHHOTO JTOCTYTA K HEH.
2 3aimuTa 1 BOCCTAaHOBIIEHUE JAHHBIX Ha KOMIIBIOTEPE, UCIIOJIB3Ys CUCTEMY apXUBAIUH
Pazzen 3. KomnbioTepubie BUPYCHI U 28
3aLIUTA OT HUX
Tema 3.1. Bupycsl kak yrposa Coaepixanue. 4
HH(OPMALMOHHOI 0€30IaCHOCTH 1 Kommsrorepaslie Bupychl 1 nHGOpMAIMOHHAs 0€30MaCHOCTh 2
2 XapakTepHbIe YePThl KOMIIBIOTEPHBIX BUPYCOB 2
Tema 3.2. Knaccnpuxanus Cogepxanue. 2
KOMIIbIOTEPHBIX BUPYCOB 1 Knaccugukanus KoMIneloTepHBIX BUPYCOB 10 cpene ooutanus. Kiaccudukanus 2
KOMIIBIOTEPHBIX BUPYCOB M0 AECTPYKTUBHBIM BO3MOXKHOCTSIM
Tema 3.3. XapakTepucTuka Conep:xaHue. 22
"BHPYCONOJ00HBIX'" MporpaMm 1 Bunst "BupyconogoOHbIxX" mporpaMM. XapaKkTepUCTHKa "BUPYCONOAO0OHBIX" TPOTrpaMm. 1
YTUINTBI CKPBITOTO agMUHUCTpUpoBanus. "Intended"-Bupycsl
2 Ontumu3anys aHTUBUPYCHOW MPOTrPaMMBI IO OTIPEACTICHHYIO CUCTEMY 2




3agaHue UCKITIOYCHUH 1 TPeOOBaHUNA JTOBEPHSI

Eopb6a C PCKIIaMHBIMHA Y HIMTUOHCKHUMHU IpOTrpaMMaMi

5

HacTtpoiika MexxceTeBoro s3KkpaHa

IIpakTHyeckue padoThI

12

HccnenoBanue peecTpa, Ha IpeAMET BO3MOKHBIX y513BI/IMOCTef/'I AJi1 BUPYCOB

Hcnonp3oBanue Opanamayspa Ui aHaIu3a Tpaduka MEeXay IBYMs CETIMH.

Hcnons3oBanue AHTUBHPYCHBIX NPOTrpaMM JJI1 3allIUTEI KOMITIBIOTEPA.

Al —

Hcnonp3oBaHue crieliuanbHbIX AHTUBUPYCHBIX YTHIIUT, UCIPABIISIOIIUX IOCIEACTBUS BUPYCHON
ataku AVZ va OC WINDOWS.

Ounctka (oOHyNeHHEe, 00e3THYNBaHUE) OCBOOOXKIaeMbIX 00IacTel ornmepaTuBHOM mamsatu DBM
Y BHEUTHUX HAKOIMTEJICH.

6

Hactpolika aHTHBHPYCHOW POrpaMMbl, OOHOBJICHUE CUTHATYP.

2,3

CamocTtosiTeqibHasi paboTa NMPHU U3yYeHU U TUCHUIIHHBI OCHOBBI MH(OPMAIMOHHOI 0€30MACHOCTH
Br1naromuecs: TMYHOCTH B UICTOPUH BEIYUCIUTEIBHON TEXHUKH.

OO01ecTBO B IEPHUOJT PA3BUTHS WH(POPMATHIAIIH.

ITonsTHE TOCYIapCTBEHHON TAMHBI.

Otmunst pyHKIIMOHATBHBIX TpeOOBaHMIA OT TPeOOBAHUH TOBEPHS

MexaHu3MbI 0€3011aCHOCTH HCIIONIb3yeMBbIe M1 oOecriedeHnsl KOHQUACHINAIbHOCTH TpaduKa.
Kareropun rocyaapcTBeHHbIX HHPOPMAIIMOHHBIX PECYPCOB.

OTBETCTBEHHOCTD 32 UCIIOJIB30BAHKE U PACIIPOCTPAHEHHE BPETOHOCHBIX porpaMm it OBM.
Mexanusm obecnieuenus: MIb B BEIYMCIUTEIBHBIX CETSX.

Oco0eHHOCTh KOMIILIOTEPHOTO BUpYyca «UepHOOBLTbY.

XPOHOJIOTHS Pa3BUTHS KOMIIBIOTEPHBIX BUPYCOB.

Hctopus xpuntorpaguyueckoil AesITeNbHOCTH.

[pocreitmme mmdpsl 1 UX CBOKWCTBA.

KiroueBbie crcTeMBl pa3rpaHUYeHust IOCTYIIA U DJIEKTPOHHAS IIU(POBast CBSI3b.

MeTop! M cpeAcTBa OTPAHNYEHHA JOCTYIA K KOMIOHEHTaM DBM.

Cucrembl OTI03HAaBAaHUS HAPYLIUTEIEH.

ABTOMAaTH3aNMSA TEXHUIECKOTO KOHTPOJIS 3aIUTHI TOTOKOB MHPOPMAIIHH.

3ammuTa npoiecco nepepadotku uHpopmarmu B CYB/I.

OteyecTBEeHHOE HOPMAaTUBHO-TIpaBoBoe obecneyenue Ub.

Texnonorun npegorspameHus yrpos 1b.

Mojienu 3auThl IPU OTKa3e B 00CITy)KHBaHWH.

Ob6nactu u cdepnl obecrieuenus Ub.

42

Bcero:

94

Hroro:

136

JIyist XapaKTepUCTUKU YPOBHS OCBOCHHUS YICOHOTO MaTepHaia UCIIOIB3YIOTCS CICIyIONe 0003HAUCHHS

1 - 03HAKOMUTENLHBIN (y3HABAaHUE paHee U3yUYEHHBIX 00BEKTOB, CBOHCTR)

2 - penPOTYKTUBHBIN (BBITIOTHEHHE NEATEIILHOCTH 110 00pa3ily, HHCTPYKITUH H TTOJT PYKOBOICTBOM)

3 - NPOIYKTUBHBIN (UTAHKPOBAHKUE M CAMOCTOSTEIBHOE BBIIOJIHEHHE [ISSITENbHOCTH, PELICHUE MPOOJIEMHBIX 33/1a4)




3. YCJIOBUS PEAJIMBAIIMU YYEFHOU JUCHUILJIAHBI

3.1. TpeOoBaHMA K MaTePHAJBHO-TEXHHYECKOMY 00ecneYeHH IO
Peanmusanuss  mporpamMmbl  AMCHMIUIMHBL — TpeArojaraeT  Haiauuue  ydeOHoro  kaOuHeTa
o0mmenpopecCHOHANbHBIX ~ JUCHUIUIMH W NPO(ECCHOHAIBHBIX  MOJYJEeW IO  HalpaBJICHUIO
WNudopmanmonnas 6e30macHOCTb, J1adOpaTOPUU MPOTPAMMHO-ANIAPATHBIX U TEXHUYECKUX CPEICTB
3aMUTHl HHOPMALIUH, JIEKTPOHHOTO TOKYMEHTOO00POTA.
Oo6opynoBanue y4eOHOr0 KabuHeTa:

e pabouee MECTO MPEIoIaBaTes;

e  KOMIUIEKT y4eOHO-METOAMYECKON JOKYMEHTAIINH;

e paboume MecTa Mo KOJIMYECTBY 00YUaOLIIXCS;

e  HAIJSITHBIC TOCOOUS (TaOIHIIBI, CXEMBI U T.1I.).
TexHnyeckue cpeacTBa 00y4eHus:

e  KOMIIBIOTED;

e BHUJICONIPOCKTOD;

e MHTEPaKTHBHAs JI0CKa

3.2. UndopmanuonHoe odecrieyeHne 00ydeHusl.

Ilepeyenb pekoMeHyeMbIX YUeOHBIX U3IAHU, HHTEPHET-PECypPCOB, 10NM0JTHUTEIbHOM

JINTEPaTypsbl

OcCHOBHbBIE HCTOYHUKH:

Hecrtepos C.I1. Undopmanmonnas 6e3omacHocTh: Yuebnuk u npaktukym it CI1O. — M.: FOpgaiir, 2019.

Pexomenayemble HCTOYHUKH:

1. TlomoB B.B. OcHoBbl MHGOPMAIMOHHBIX M TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTHil. OCHOBBI
nHpopMannoHHON Oe3onacHOCTH: YdeOHoe nocobue — M.: dunaHchl u cratuctuka, 2005. — 176
c.

2. C.II. Pacropryes OcHoBbI HH(pOpManiMOHHON Oe3omacHocTH — M.: Akagemus, 2007. — 192 c.

3. E. b. benos, B. II. Jlocs, P. B. Memepskos, A. A. lllenynanoB OcHOBBI HMH(}OPMALOHHON
6e3onacHoct — M.: ['opstuas JIuaus — Tenexkom, 2006. — 544 c.

4. Hupnos B.JI. OcHoBbl uH(bOpMalMOHHOM Oe3omacHOCTH: KpaTkui Kypc/IIpodeccronanbHoe
obpazoBanue. — M.: @enunkc, 2008. — 400 c.

HNurepHer-pecypcenl:
1. http://fcior.edu.ru/ - @enepanbHbIi HEHTP HHPOPMAITMOHHO- 00Pa30BaTENBHBIX PECYPCOB
http://www.edu.ru/ - ®enepaiibHble 00pa30BaTEIbHbBIE PECYPCHI
http:// www.adinf.ru — Web-caiit pazpaborunkoB antuBupyca ADinf.
http:// www.dials.ru — cepBep aHTUBUPYCHOM JTaOOPATOPUH.

Al

http:// www.symantec.ru — Poccuiickoe HHTEpHET-TIPEICTaBUTEIHLCTBO KOMITAHUH Symantec,
NIPOU3BOIALICH aHTUBUPYCHBIHN makeT Norton AntiVirus.



http://www.google.com/url?q=http%3A%2F%2Ffcior.edu.ru%2F&sa=D&sntz=1&usg=AFQjCNHGh8PG1OAlHo0v3ikxWs3MtWqm3A
http://www.google.com/url?q=http%3A%2F%2Fwww.edu.ru%2F&sa=D&sntz=1&usg=AFQjCNH3NMJSpm-aMSjB4pFPH4GNv8wDxw
http://www.google.com/url?q=http%3A%2F%2Fwww.symantec.ru&sa=D&sntz=1&usg=AFQjCNH3A9-mICeXuFo67vv8Qyjgc7dkcQ

4. KOHTPOJIb ! OIIEHKA PE3YJbTATOB OCBOEHMS YUEBHOM JUCIUILINHBI

KoHTpoib W oOmeHKa pe3ynbTaToB  OCBOEHUS  y4eOHOM  JAMCHUIUIMHBI — OCYIIECTBIISIETCS
IIpenojaBaTesieM B IPOLECCE NPOBEACHUS IIPAKTUUECKUX PadOT, TECTUPOBAHNUSA, a TAK)KE BBIIIOJHEHUS
00y4aroIUMUCs UHIUBHUYaTbHbBIX 3aJaHUN, HCCIEJOBAHUH.

Pe3yabTarnl 00yyeHus (0CBOCHHbIE YMEHHUS, @®opMbI METOAbI KOHTPOJISI M OLEHKHU
OCBOEHHbIE 3HAHUS) pe3yJbTATOB 00yUeHHUs
Yvenus;
KJIacCU(UIIUPOBATH 3alIUIAEMYI0 HHPOPMALIHIO IO YcTHbIN onpoc

BUaamM TalHBI U CTCIICHIM KOH(bI/II[eHHI/IaJ'IBHOCTI/I

MIPUMEHSATHh OCHOBHBIC MPaBHJIa U JOKYMEHTBI cUCTeMbl | [IpakTuyeckue 3aHATHS
ceprudukanuu Poccuiickoit denepanun

KJIacCH(UIUPOBATH OCHOBHBIE YIPO3bI O€30IIaCHOCTU [IpakTnueckue 3aHATHS
uH(popMauu

3HaHus;

CYIITHOCTHU U TIOHATHUS HHGOPMAIIMOHHON 0€30MaCHOCTH, | Y CTHBIN Ompoc
XapaKTEPUCTHKHU €€ COCTABIISIOIINX

MecTa HH()OPMAIMOHHOM 0€301MaCHOCTH B CUCTEME TectupoBanue
HAIIMOHAJLHON 0€30MaCHOCTH CTPaHBI

HCTOYHUKOB YTpo3 WH(pOpMAMOHHOH Oe3omacHocTd 1 | [IpakTudeckne 3aHATHS
MEpBI 110 UX NPEJOTBPALLECHHIO

JKU3HEHHBIX IIUKJIOB KOH(UIEHIMATbHON nHpopManuu | YCTHBIHN Opoc
B IIPOLIECCE €€ COo3aHMsl, 00paboTKU, Iepeaadun

COBPEMEHHBIX CPEJCTB U CIIOCOO0B 00ecneueHHs [IpakTryeckue 3aHATUS
MH(pOpPMaLMOHHON 06€30M1acHOCTH

10



